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ABSTRACT

To predict the delay between a source and a destination as well as to identify anomaliesin a network, itis
possible to continuously monitor the network by sending probes between all sources and destinations. However,
it is of prime importance to keep the number of probes to a minimum and yet be able to reasonably predict the
delays and identify anomalies. In this paper we state and solve a mathematical programming problem, namely the
Zone Recovery Methodology (ZRM), to optimally select a subset of ping-like probes to monitor networks where
the topology and routing information are not known. A polynomial-time heuristic is developed. The application
of ZRM on randomly generated topologies yielded 73.55% reduction in the number of monitored paths on
average. In other words, networks can be successfully monitored using only 26.45% of the available probes.
Moreover, the performance of ZRM increases (percentage of the monitored paths decreases) as the size of the
topology increases.
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1. INTRODUCTION
Internet's utilization rate has increased tremendously as the users and applications have grown at an
astonishing rate. The increasing popularity of web-based applications is the most significant contributor to the
current congestion of the Internet [3], [12]. The problems due to network performance have led users to demand
specific Quality-of-Service (QoS) levels for their applications. In this research, we concentrate on developing an
end-to-end network monitoring strategy to obtain real-time information on network delay and anomalies in order
to provide QoS to the users.

Predictions about end-to-end delay and location of anomalies or "hot-spots’ can be done by continuously
monitoring the network [13]. This monitoring strategy requires sending probes between all sources and
destinations in the network. Such a strategy with large number of probes would not only lead to excessively large
files to store and browse through in real time but also significant traffic due to the probes themselves. The main
aim of this paper is to develop a monitoring strategy that uses an optimal subset of probes that is both small
enough to handle and not contribute to the congestion, as well as large enough to make accurate predictions [14].

The scenario considered in this paper is one where there are network nodes around a "cloud” [15] and the
objective is to probe and obtain the end-to-end delay between any two nodes around the cloud as well as any
anomalies within the cloud. It is crucial to note that the network topology and routes within the cloud are
unknown. In an earlier paper [8], the authors considered a scenario where the topology and the routes of al paths
are known. The problem formulation, methodology and monitoring strategy are significantly different if the
topology and routes are unknown. Our approach, caled the Zone Recovery Methodology (ZRM), can be
formulated as a non-linear integer program, which can be solved in exponential time. In this paper we develop a
heuristic for ZRM, which is a polynomial-time algorithm.



In Section 2, we describe the objective of this study, analyze the model and state the assumptions. In
Section 3, we describe the mathematical programming formulation. In Section 4, we develop a heuristic to solve
the problem and present numerical examples. In Section 5, we state the conclusions of this work.

2. PROBLEM DEFINITION AND MODEL ANALYSIS

Consider a network cloud with N nodes that access the cloud. An example with N = 3 is shown in Figure
1. The traditional monitoring strategy is to send probes from each of the N nodes to the remaining N-1 nodes,
resulting in a total of N(N-1) probes. The objective of this study is to select an optimal subset of these N(N-1)
probes. The data obtained from the probes sent between any Source-Destination (S-D) pair among the N nodes
can be used to calculate the one-way delays as well as locate anomaliesin the cloud. A critical assumption is that
the topology and routing within a cloud is unknown. Further, we assume that traceroutes are either blocked or
produce no useful informationfor topology and routing within the crougl. However in this research, we use
unidirectional ping-like probeq Hwhieh-witH-be-referred-te-as-prag-probes) that provide only end-to-end delays,
similar to the datasets collected by tools such as SURVEY OR at the Advanced Network and Services, Inc. [4].

The monitoring strategy developed in this paper called the Zone Recovery Methodology (ZRM) consists
of two phases: the initial phase to determine the optimal subset of probes and the final phase that uses the optimal
subset for monitoring. In the initial phase, all available paths are monitored for a certain time period (which will
be referred as the initial sampling period). The delay values of all paths (between sources and destinations) are
used to identify the relationship between anomalies and paths. After the relationship between anomalies and
paths are recovered, ZRM selects the subset of probes based on the occurrences of simultaneous packet |osses or
high delays on various paths. In the final phase, ping probes are sent between selected end nodes. Using the
information from the probes, end-to-end delay between all nodes and anomalies within the cloud can be inferred.

The main idea behind ZRM is that anomalies occurring at different locations will affect different sets of
paths. Each unique set of paths with high delays will correspond to a unique zone in the topology. A zone may
consist of a single arc or multiple adjacent arcs and nodes (the necessity for the zone definition is demonstrated
later in this section). Using end-to-end delay data and common occurrences of high delays on paths, the zones in
the topology are recovered. After identifying the zones, a subset of the paths is selected that can identify each
zone unigquely. ZRM depends on the foll owing assumptions:

1. Theinitia sampling period islong enough to contain all possible anomalies,
2. Thereisat most one anomaly per sampling and monitoring time unit,
3. Each arciscovered by at least two probes.
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Figure 1: The cloud formation of Example 1

We now demonstrate the ZRM approach (see Example 1 in Figure 1). Although ZRM assumes that the
topology and routing information is unknown, the topology and routing information is provided in Figure 2 to
explain how ZRM works. Since ZRM assumes that the topology between nodes 1, 2 and 3 is unknown, we can
only use the delay values of the probes that are sent between nodes 1, 2 and 3.

" Unix version of ping (ping -s "destination")



Figure 2: The topology of Example 1

Figure 3 illustrates the routes of the unidirectional probes that will be used to monitor the topology.
Notice that opposite directions of an arc between two nodes are represented with two separate arcs.
Consequently, Example 1 includes six probes, which are sent from node; to node;, (path;), from node; to node;
(pathy), from node, to node; (paths), from node, to node; (pathy), from node; to node; (paths), and from node; to
node, (pathe).

path; - ---.
path, — — —
paths
pathy —..—

Figure 3: The paths of the probes between nodes 1, 2 and 3

Anomalies in the network can be detected only by simultaneous high delays or packet losses (which can
be registered as abnormally high delays). Hence, anomalies will be expressed in terms of the level of delay values
of the observed paths. Any delay value over a preset limit will be considered as an anomaly along the path of the
corresponding probe. In Example 1, anomalies in each arc affect different sets of probes in terms of high delays.
Table 1 demonstrates the possible anomaly locations, and the corresponding sets of paths affected by the
anomalies. Note that the ping probes will provide data only to construct the second column of Table 1. Dueto the
assumption that there can be only one anomaly in the system during a single sampling period, each unique pattern
in the second column of Table 1 corresponds to a unique zone. For Example 1, it is impossible to observe any
other combination of affected paths (such as path,, path, and path) with a single anomaly.

Table 1: Possible anomaly locations and the corresponding set of affected paths
Location of anomaly  Set of effected paths

arc, path,, path,
arc, path,, path,
arcs path,, path,
arcy, paths, pathg
arcs paths, pathg
arcs paths, path,
arc; paths, paths
arcg path,, pathg




Moreover, it isimpossible to differentiate between the anomalies occurring at arc, and arc; (also between
arc, and arcs), since they have the same set of affected paths. Consequently, arc, and arc; are considered as a
single zone. However, thisis not a major concern, since a zone with multiple arcs can be treated as a single arc.
All the paths that use a zone must enter from the initial node and leave at the end node of the zone. The paths
cannot enter (leave) at an intermediate node in a zone. Otherwise, there will be anomalies on both sides of the
intermediate node where the path enters (leaves) the zone, and this path can be used to identify at which part of
the zone the anomaly occurred. As aresult, both parts of the zone will be declared as unique zones. Occurrences
of zones with multiple arcs and nodes are demonstrated in Figure 3. For example, every path traversing arc, also
traverses arcs, and there are no paths entering or exiting at node 4. In other words, arc, and arc; act as a single
arc. Unique combinations of high delay patterns and their corresponding zones are provided in Table 2. Once the
relationships between the zones and high delay values are identified, they can be used to trace the location of
anomalies during the final phase, i.e. the monitoring stage. For example, observing the delay pattern "path; and
path, are high, and other paths are low" will imply that there is an anomaly in zone;.

Table 2: Unique combinations of high delay patterns and their corresponding zones

Unique set of Corresponding L ocation of the

effected paths zone anomaly
path;, path, zone; arc;
path,, path, Zone, arc, or arcg
paths, pathg zZone; arc, or arcs
path,, path, Z0Ne, arcs
paths, paths ZoNnes arc;
path,, paths ZONe; arcsg

We have demonstrated that it is possible to identify zones in a topology using end-to-end delay values
obtained from ping probes. Although we cannot reduce the number of probes to be monitored in Example 1, there
are other cases (see examples in Sections 4.2-4.5) where it is possible to identify zones without observing all the
probes. In the following sections, we provide a mathematical programming formulation and a polynomial-time
heuristic for the probe-subset selection based on ZRM.

3. THE GRAPH THEORY FORMULATION FOR ZRM

Given the delay data obtained by the ping probes between end-to-end S-D pairs during the initial
sampling period, ZRM (explained below) selects a subset of end-to-end S-D pairs with paths that uniquely
identify the zones of the topology, while minimizing the size of the subset. The relationship between zones and
the probes are developed based on the simultaneous high delay values of the probes. After identifying the zones
and their corresponding paths, ZRM aims to cover each zone with at least two paths that can uniquely identify the
zone. Note that ZRM has predefined relations between paths (probes) and zones, hence differs from the classical
node/arc covering problem[1][7]. ZRM can be stated as a mathematical programming problem, more precisely a

binary Integer Non-Linear Programming (INLP) formulation as follows:
n_ paths

min  z= Z path,
1=
st..
(n_ paths-1) n_ paths
|_1| H(akyi*akyj* p,; * path * path, -1)=0  k=1..M
1= j=i+l
path, =0or1 i=1..n_ paths
where
N = number of end nodes (intermediate nodes are unknown)



M = number of zones
n_paths = number of unidirectional end-to-end paths

= N*(N-1)
path _ J 1 if path; isincluded in the probe subset, j = 1..n_paths
! =
0 otherwise
A = the zone-path matrix

=[a], k=1,...,M,i=1,...,n_paths
1 if zong O path;

0 otherwise
[oF = inner product of columns that correspond to path; and pathy

=(6\)T(a,»)=iak,i*ak,j

In the mathematical formulation of ZRM, there is one binary variable for each path, and the number of
constraints is equal to the number of zones. In order to be eligible to identify zone,, ay; and a; should be equal to
one, in other words both path; and path; should traverse zone.. However, path; and path; are eligible to identify
zone if zone is the only common zone in path; and path;. When zone is the only common zone in path; and path
then p;; is equal to one. Otherwise, p;; is either equal to O (i.e. no common zone in path; and path;) or greater than
1 (i.e. there are more than one common zone in path; and path;). Therefore path; and path; are eligible to uniquely
identify zone, when a.; = a,; = pi; =1. If path; and path; are selected (path; = path; = 1) and if path; and path; are
eligible to identify zone, (axi = ax; = pi; =1), only then (ag; * a; * pi; * path; * path; - 1) is equal to zero. Since
(ai * a * pij * path; * path; - 1) is equal to zero, the constraint for zoney is satisfied irrespective of the value of
the remaining multipliers. Formulation 1 selects the optimal subset of paths that will uniquely identify each zone,
while minimizing the number of paths (since the objective isto minimize the number of paths).

;i =

4 IMPLEMENTATION OF ZRM
In the mathematical formulation, the number of variables is equal to n_paths, and there are N*(N-1)
unidirectional paths (n_paths = N*(N-1)). Since all the variables are binary, there are at most 2™ alternative
solutions, making the worst case complexity of a complete enumeration agorithm for the mathematical

formulation of the order of O( 2”2). Since the worst-case scenario of the mathematical formulation is in
exponential time, we have developed an alternative polynomial-time heuristic for ZRM, which is explained in the
next section. To demonstrate the effectiveness of ZRM, the polynomial-time heuristic for ZRM is applied on a
real network topology, namely the vBNS backbone topol ogy.

4.1. A Polynomial-TimeHeuristic for ZRM (HZRM)

HZRM is a polynomial-time heuristic for ZRM. Every iteration of HZRM selects a pair of paths to
uniquely identify a particular zone. During the path subset selection process, the paths selected at previous
iterations of the algorithm are given priority over paths that are never used, since paths can be used to identify
multiple zones, and since using previously selected paths does not contribute additional cost (in other words,
using previously selected paths does not increase the number of probes in the selected subset). At any given
point, if any of the selected paths is not eligible to identify any unidentified zones, then a greedy selection is
made: the path that covers the most unidentified zones is selected, since it is eligible to identify the most number
of unidentified zones. The heuristic terminates when all the zones are uniquely identified by a pair of paths. The
formal algorithm of HZRM is given after the notation below:

L_final = the set of selected paths for monitoring

L_active =the set of selected paths with unidentified zones

L_passive = the set of pathsthat are not selected



Z active =theset of unidentified zones
Z current = the set of unidentified zones of the path under consideration

S
A

&

Step 1

Step 2:

Step 3:

Step 4:

Step 5:

Step 6:

= number of unidentified zones covered by path;
= the zone-path matrix
=[a,,i=1,...,M,j=1,...,n_paths

_ | 1 ifzone O path;
0 otherwise

Set L_final = L_active=Z current =0, and Z active={zone, i =1,..., M}. L_passive = { path;,
j=1,..., n_paths}

For each path;, j = 1,..., n_paths, calculate §, number of unidentified zones covered by path;. At

this stage, § is equal to the column sum A.
M

S, = Zl a, |

Choose the largest nonzero S, such that path; I L_passive (ties are broken arbitrarily). Note that
this step can be reached only when L_active = [1, consequently there is no need to look for a path
inL_active. Let S.= {max (S) | path; O L_passive} .
If & =0, then terminate. The pathsin L_final will constitute the subset of the S-D pairsto be
monitored.
Else L final =L_final [0 { pathy},
L_active=L_active [1 { path,}, the path is attached to the end of L_active

At this step apath is selected, and it is used in the following steps. We call this path the current
path, which will be referred as path,, in the remaining of the algorithm.
If L_active= [, then go to Step 3.
Else Let path,, bethefirst pathin L_active then
Z_current = { zong, | zong U path,} n Z_active, and
L_active=L_active - { path.}.

The unidentified zones of path,, are determined and identified in the following steps.
If Z current = [1, then go to Step 4.
Else Let zone, bethefirst zonein Z_current

Z current =Z current - { zone}

Find a path (which we will refer as path,) in L_active such that:

i) acx = 1 (to ensure zone; is a part of pathy),
M

iy (&) (a,) = Z &, *a , =1 (to ensure path, and path, have only one common zone)

If such a path (pathy) exists then
i) Register the pair path, and pathy, for identifying zone..
ii) Remove the identified zone from the unidentified zone set. Z active = Z_active - { zone}
iif) Update § values (only the paths that include zone; are required to be updated):
Ifag;=1then§=§-1,j=1, ..., n_paths
iv) Goto Step 5.
Else proceed to the next step.



Step 7: Find a path (which we will refer as pathy) in L_passive such that:
i) a.x = 1 (to ensure zone; is a part of pathy),

i) @) (a,) = Z &, * &, =1 (to ensure path, and path;, have only one common zone)

If such path (path,) existsthen

M

1=1

i) Register the pair path, and pathy, for identifying zone..

ii) Remove the identified zone from the unidentified zone set: Z active = Z active - { zone;}
iif) Update § values (only the paths that include zone; are required to be updated):

Ifag;=1then§=§-1,j=1, ..., n_paths
iv) L_passive=L_passive - { path.}

v) L_active=L_active O {pathy}

vi) L final =L _final O { pathy}

vii) Go to Step 5.
Else Go to Step 5.

4.2. Demonstration of HZRM

We demonstrate a few steps in solving Example 1 of Section 2 to provide some insight on how HZRM
operates. From the data provided in Table 2, we have constructed the zone-path matrix, A. Notice that every row
in Table 2 corresponds to arow in A (e.g. the first row in Table 2 corresponds to zone;, and an anomaly in zone;
affects path; and path,, therefore the only nonzero values in the first row of A are in the columns of path; and

path).

A= [ai,j] =

Step 1: L final =L_active=Z current = [0, and Z_active = { zoney, zone,, zones, ZONe,, Zones, Zones} . L_passive

-

.

path,

[cNoNoNol

path,

POOOOPRr

= { path,, path,, paths, path,, paths, pathg}

Step 2: Calculate S's, j=1,...,6

paths

OrRrPFrO0OO0OOo

path,

OOPFrOro

paths

OFrOPFr oo

POOPFr OO

pathg

N

J

L_passive
path, | path, | path; | path, | paths | pathe
( Zone; 1 1 0 0 0 0
Z0Ne& 1 0 0 1 0 0
Z passive { zones 0 0 0 0 1 1
Z0Ney, 0 0 1 1 0 0
Z0Nes 0 0 1 0 1 0
\| zoneg 0 1 0 0 0 1
S 2 2 2 2 2 2

Step 3: § =max (S), j=1,...,6. >0, L_final = {path,},

L_active = {path;}




L_active L passive

f_H — A —
path; | path, | path; | path, | paths | pathe
(| zone, 1 1 0 0 0 0
Z0Ne& 1 0 0 1 0 0
Z_passive | Z0nes 0 0 0 0 1 1
Z0Ney, 0 0 1 1 0 0
Z0Nes 0 0 1 0 1 0
\ Z0ON€Eg 0 1 0 0 0 1
S 2 2 2 2 2 2

Step 4: L_active # [1, pathy isthe first path in L_active and Z_current = { zone,, zoney}, L_active=L_active -
{path} =0.

Step 5: Z current # [1. zone, isthefirst zonein Z_current. Z_current = Z_current - { zone;} = {zoney}

Step 6: L_active = [, thereis no path that fits the requirements

Step 7: If welook at the row of zoney, the only other "1" is at the second column, and it satisfies the conditions of
Step 7 (as, = 1, (a))™(az) = 1). Register the pair (path,, path,) as the identifier of zone,. Update S

j=1,...,6, values (see the matrix below), L_passive = L_passive - { path,} = {paths, path,, paths, pathg},
L_active=L_active 0 {path,} = {pathy}, L_final = L_final O {path,} = {path,, path,}. Go to Step 5.

L_active
K_H — —
path; | path, | path; | path, | paths | pathe
, Zone; 1 1 0 0 0 0
Z0Ne, 1 0 0 1 0 0
7 bassve Z0Nes 0 0 0 0 1 1
P < zone, 0 0 1 1 0 0
Z0Nes 0 0 1 0 1 0
L ZON€Eg 0 1 0 0 0 1
S 1 1 2 2 2 2

Step 5: Z current # [1. zone; isthefirst zonein Z_current. Z_current = Z_current - { zoney} = [
Step 6: There is no path that fits the requirementsin L_active
Step 7: If we look at the row of zone,, the only other 1" is at the fourth column, and it satisfies the conditions of

Step 7 (azs = 1, (a))™(ay) = 1). Register the pair (path,, path,) as the identifier of zone,. Update S
j=1,...,6, values (see the matrix below), L_passive = L_passive - { path,} = { paths, paths, pathe}, L_active



=L _active U {paths} = {path,, paths}, L_final =L _final [J {path,} ={path;, path,, path,}. Go to Step 5.
Notice that we have rearranged the columns of the matrix for improved visual demonstration.

L_active L passive
/—%( A —
path, | path, | path, | paths | paths | pathe
Zone; 1 1 0 0 0 0
Z0N& 1 0 1 0 0 0
Z0Nes 0 0 0 0 1 1
Z passive zone, 0 0 1 1 0 0
Z0Nes 0 0 0 1 1 0
ZON€Eg 0 1 0 0 0 1
S 0 1 1 2 2 2

Step 5: Z_current = [1. Goto Step 4.

Step 4: L_active # [1, path, isthe first path in L_activeand Z_current = {zoneg}, L_active =L _active - { path,} =
{paths}.

Step 5: Z current # [1. zoneg isthefirst zonein Z_current. Z_current = Z_current - { zoneg} = [J.
Step 6: There is no path that fits the requirementsin L_active

Step 7: If welook at the row of zone,, the only other "1" is at the column corresponding to paths, and it satisfies
the conditions of Step 7 (age = 1, (a2) ™*(as) = 1). Register the pair (path,, paths) as the identifier of zones.
Update S, j=1,...,6, values (see the matrix below), L_passive = L_passive - {pathg} = {paths, paths},
L_active = L_active [0 {pathg} = {path,, pathe}, L_final = L_final O {paths} = {pathy, path,, path,,
pathg} . Go to Step 5. Notice that we have rearranged the columns and rows of the matrix for clarity.

L_active L passive
path, | path, | path, | paths | paths | paths
Zone; 1 1 0 0 0 0
Z0Ne, 1 0 1 0 0 0
Z0N€&g 0 1 0 1 0 0
Z passive Z0Nes 0 0 0 1 0 1
Z0Ney, 0 0 1 0 1 0
Z0Nes 0 0 0 0 1 1
S 0 0 1 1 2 2

At this point, HZRM uniquely identified zone;, zone, and zone;, with the pairs (pathy, pathy), (path,,
path,) and (path,, pathg), respectively. The remaining steps of HZRM are similar to the demonstration given
above, therefore we will not provide the remaining steps of the solution for Example 1. The solution of the



heuristic is the same as that of the optimal non-linear integer programming formulation. We begin the
performance evauation of HZRM by comparing HZRM's complexity to that of the non-linear integer
programming formulation. The complexity of the non-linear integer programming formulation is given at the
beginning of Section 4. The computational complexity of HZRM is calculated as follows.

4.3. Computational Complexity of HZRM

At each iteration of the heuristic, a single zone is uniquely identified. For each zone, two paths are picked
(either from previously selected or new paths). For selection of each path, the maximum number of paths that can
be considered is n_paths (n_paths calculations for each path selection). In addition, after each zone selection
process, S, ] = 1,..., n paths, are updated (all together there are 3*n_paths iterations for each zone
identification). The path selection is performed until every zone is identified (M times). Overall there are 3*
n_paths*M calculations. Since n_paths is equal to N*(N-1), the worst-case computational effort for the heuristic
is 3*N*(N-1)*M, and the complexity of the heuristic is in the order of O(N°M). Hence HZRM is a polynomial-
time algorithm. Next, we compare the results of HZRM with the optimal solutions on common network structures
for the cloud, namely a star topology, aloop (or a cycle) topology and alinear topology.

4.4. Comparison of HZRM solutions with optimal solutions

For comparison purposes, we have selected three common structures for the topology inside a cloud: i) a
star topology, ii) a loop (or a cycle) topology, and iii) a linear topology. The optimal probe subset for each
example is found by complete enumeration of all possible solutions, since solutions of INLP formulations (found
by applying standard INLP solution algorithms) are not guaranteed to be globally optimum. To be able to
enumerate all possible solution alternatives, we have selected the size of the sample topologies relatively small
(for each example, number of nodes is selected between 5 and 6, and number of arcsis selected to be 5). Table 3
summarizes the optimal and the HZRM solutions for the test topologies.

Table 3: Solutions of the heuristic of ZRM versus optimal solutions for the three common network structures

Tonolo N M #all HZRM solution | Optimal solution | HZRM Sal.

pology (unidirectional) probes (# probes) (# praobes) - Opt. Sol.
'% 6 5(10) 30 12 10 2
Q 5 5(10) 20 10 10 0
PP PP PP 5(10) 30 12 12 0

As seen in Table 3, HZRM performed satisfactory in these common network structures by selecting
optimal probe subset size in two out of three samples. In addition, HZRM achieved a solution, which is relatively
close to the optimal solution in the star topology example.

4.5. Application of HZRM on vBNS topology

To demonstrate the performance of HZRM, we consider the vBNS (very high Backbone Network
Service) (Figure 7). There are 12 nodes and 17 bi-directional (34 unidirectional) arcs in the network cloud. If we
want to observe all delays on al the source and destination pairs in the topology, then we have to send
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unidirectional probes on 132 paths. The routes between nodes were selected arbitrarily using the minimum hop
path. In some cases, aternative paths (with the same number of hops) were observed between some source and
destination pairs. In situations with multiple minimum hop alternatives, one of the alternatives is assigned
arbitrarily asthe path between the source and the destination.

Figure 4: vBNS backbone (Source: [5])

After solving the vBNS example with HZRM, we achieved a solution subset of 32 probes. By sending
probes between the 32 selected paths, we can aobtain the network conditions and identify high delays on all 132
paths, thus obtaining a 75.75 percent reduction in the number of observed paths. Note that although Figure 4
indicates the topology it is not used either in the HZRM or the monitoring. In fact if we indeed assume that the
topology and routing is known, then one can achieve 90.91 percent reduction in the number of observed paths
[8]. The 15.16 percent additional probes account for the lack of information on routing and topology. The main
strength of HZRM isits applicability in networks with no available topology and routing information. The choice
between the costs of monitoring, processing and storing more paths versus the cost of obtaining the topology and
routing information is dependent on the network under consideration.

5. CONCLUSION
Given the ping-like probes, we have formulated a graph-theoretic problem, namely the Zone Recovery
Methodology (ZRM), to minimize the number of source-destination probes such that every zone (a possible
anomaly location) in the network is uniquely identified by a pair of paths without using any information on the
network topology or the routes of the packets.

In order to solve the subset selection problem using ZRM, we have presented an integer nonlinear
programming formulation. Solving the integer non-linear programming formulation with standard algorithms has
exponential-time worst-case complexity. Therefore, we have developed an aternative polynomial-time heuristic
(called HZRM) for the graph-theoretic formulation of the ZRM.

The proposed non-linear integer programming formulation and HZRM have been compared in terms of
complexity, applicability and accuracy. We have demonstrated that HZRM provides a polynomial time solution
with a very satisfactory performance in terms of number of probes selected in the subset. On the three common
topological structures (a star, aloop and a linear formation) HZRM achieved the optimal solutions in two out of
three examples, and missing the optimal solution by two probes in the remaining example. To observe the
performance of HZRM on areal topology, we have applied HZRM on the vBNS topology. We have observed a
75.75 percent reduction in the number of monitored probes to characterize the network conditions. In addition,
comparing ZRM to the case which assumes that the topology and routing information is given [8], revealed that
ZRM requires monitoring an additional 15.16 percent of all the paths on the vBNS topology to take into account
the unknown topology and routing.

11



Given the final subset of probes, the network can be continuously monitored, and the delay across each

arc in the network can be stored. Then the high delay between any source and destination can be detected
(without monitoring the path between every source and destination pair) if any of the zones in the corresponding
path has an anomaly causing high delays. Also, the hot spots can be identified by observing the anomalies in the
delay across each zone.
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